Secure your iPhone or iPad 
| 


By following the previous document, you’ve freed yourself from your Google filter 
bubble, embraced secure messaging and banished tracking & ads from your devices. 


Now, take a few minutes to change these important settings on your iPhone or iPad. 


We’ll change some of the most critical settings first. Let’s begin! 


Open the Settings app on your iPhone or iPad. 


Keep in mind that some settings are not available for iPad. If you don’t see 
a setting on your iPad, just skip it. 


Apple introduced some new privacy-enhancing features in an update 
(IOS 14.5). Check what version your device is running on by tapping 
“General”, then “About” and update if you’re running an older version. 


Don’t worry if your device is set to German —- you can still follow along. 
German screenshots are included. 


Scroll down and select Privacy. This is the Wy Peat amen ie 
general privacy screen. 


Tap on Location Services. Ortungsdienste Ein 


Scroll all the way down. Tap on System = 
Services F0S Systemdienste 


Wichtige Orte Aus 


Scroll down to Significant Locations. That’s where your device keeps track 
of everywhere you’ve been to. According to Apple, this helps “personalize” 
your experience. In plain English: it doesn’t do anything important. 


Tap on Significant Locations. You'll be asked to authenticate. 


Don’t turn it off yet. Scroll down (optionally freak out a bit as you see that 
your device really recorded all your movements) and select Clear History. 


Scroll back up and turn off the main toggle. If you’ve done everything 
correctly, it should look like this (next page, top left). 
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< Zuriick Wichtige Orte € Zuriick Systemdienste 


Apple Pay-Handler-ID 
Wichtige Orte 
Bewegungskalibr./ Entfernung 


Erlaube deinem iPhone, sich zu merken, welche Orte fur 
dich wichtig sind, um nutzliche ortsbezogene 


Informationen in ,Karten”, ,Kalender"”, ,Fotos” und mehr DeviceManagement.framework 

anzubieten. Wichtige Orte werden verschlUsselt und 

kénnen von Apple nicht gelesen werden. Uber ‘ 

Ortungsdienste & Datenschutz ... Homekit J 

MEINE ORTE Kompasskalibrierung q ' @ 
Ohne Mein iPhone suchen ' @ 
VERLAUE Mobilfunknetzsuche 

Ohne Netzwerk & Drahtlos 


Notruf & SOS ' @ 


Ortsabhangige Hinweise 


Verlauf loschen 


Ortsabhangige Vorschlage 


After turning off Significant Locations, go [jmauiaaheanal 


back. Systemanpassung 


° 


Now, we'll change the settings you can see [RR WesH™ 
on the right. 


O 


Zeitzone einstellen 


You can simply turn off settings as shown 
In the picture. Make sure that you read Bente: Aus 
each setting before turning it off. 


PRODUKTVERBESSERUNGEN 


In der Nahe beliebt 
iPhone-Analyse 


Routen & Verkehr 


Hier werden Apps angezeigt, die auf deinen Standort 
zugreifen mochten. 


J Ein Pfeilumriss zeigt an, dass das Objekt unter 
bestimmten Umstanden deinen Standort erhalten 
kann. 


ff Ein lila Pfeil zeigt an, dass das Objekt vor Kurzem 
deinen Standort verwendet hat. 


Ein grauer Pfeil zeigt an, dass das Objekt in den 
letzten 24 Stunden deinen Standort verwendet hat. 


Statusleistenobjekt . @ 


Wenn diese Dienste deinen Standort abfragen, erscheint 
das Ortungsdienstsymbol in der Statusleiste. 
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Now, head back and scroll up to the beginning of the list of apps. 
You should see a screen like this: 


€ Zuriick Ortungsdienste 


Ortungsdienste 


Standorthinweise 


und Mobilfun! lort 


bilfunkmasten, um deinen ungefahren Standort 
zu berechnen. Uber Ortungsdienste & Datenschutz ... 


Standort teilen 


ns 4 
tJ App Clips 
All Accor ALL 


Amazon Go 


What you do now depends on your preferences. Here are some guidelines 
that make sense for most people. Make sure to check every app. 


Apps that don’t need access to your location: 


Examples: Games, Social Media, Shopping. Select the app, tap never. 
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Go back to the general Privacy screen. 
Let’s continue with Microphone and Camera. 


Make sure that only apps in which you frequently use Microphone or Camera 
have it enabled. Ideally, never allow Google and Facebook (WhatsApp, 
Instagram) apps access to your microphone or camera. 


Facebook was caught “accidentally” opening iPhone users’ cameras in the 
background. Avoid Facebook whenever you can - learn more. 


Q) Kontakte 


Similarly, make sure that only apps which require contacts to work properly 
(messaging apps, for example) have access to them. 


Apps from Google and Facebook shouldn’t have access to contacts’, as 
especially Facebook uses the trove of data in your contacts (phone 
numbers, addresses etc.) to track you & your acquaintances, even if they 
don’t have a Facebook account. It’s one of the reasons their ads and 
recommendations can be creepily accurate. 


{ Fotos hats: 
; _ WhatsApp 


For Photos, you should choose Selected Photos for most apps. Him 


Keine 


When doing so, you'll be asked to select pictures; however, you can simply | 
tap done without selecting any pictures. The next time you want to upload 
a picture, the app will ask you which pictures you want it to access. 


Apps that publish their code and don’t engage in data mining (like Signal) are 
more trustworthy - it’s safe to allow access to all pictures in these cases. 


Bewegung & Fitness Fitnessprotokoll 


If you don’t use the integrated health app for things like seeing how many 
steps you took daily (by default, your iPhone measures movements), turn 
health tracking off. Choose Motion & Fitness and disable Fitness Tracking. 


Analyse & Verbesserungen 


Apple-Werbung 


Go back to the general Privacy screen and scroll to the bottom. 
Select Analysis & Improvements and make sure everything is turned off. 


Go back and select Apple Advertising. Make sure Personalized Ads are 
turned off. 


1Facebook-owned WhatsApp doesn’t seem to be sharing 

contact information with Facebook yet, however Facebook 

has suffered dozens of scandals. You’re definitely better off 

disabling contact access for WhatsApp as well. Encourage : ; 
your contacts to use secure messengers like Signal (free) or by TechD123 (reddit/twitter) 7A 
Threema (one-time fee) if they don’t already. the author has no affiliation with the products/services endorsed 


When you connect to a Wi-Fi network, the owner can see your device name. 
That’s why having your name in the device name (e.g. “Steve’s iPhone”) is 
not a good idea if you plan to use public hotspots. 


Simply use abbreviations (e.g. “S. iPhone”) or numbers (e.g. “iPhone #1”). 


Let’s change your device name. Go to the main Settings screen and select 
General. 


Select Info, then Name and edit it so that your name is not included. 


Select iCloud. Turn off as many apps as you feel comfortable with -— keep in 
mind that turning apps off here stops synchronization between your devices. 
If you have more than one device, leave Contacts and Calendars on. 


You should turn off Messages in any case, though, as Apple can read your 
messages otherwise. 


As any data that ends up on Apple’s servers (iCloud) is pretty much 
guaranteed to be surveilled, you should consider turning off device iCloud 
backups as well. This will also save you a decent amount of iCloud storage. 


Instead, you can make backups on your computer. That way, you’re in 
control of your data. Enable backups over Wi-Fi for more convenience. 


After you’ve made local backups for your devices, turn off & delete iCloud 
backups. Go to iCloud Settings and scroll down until you see iCloud Backup. 
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09:41 


< Zuriick Siri & Suchen 


SIRI FRAGEN 


Auf ,,Hey Siri” achten 
Fur Siri Seitentaste drucken 


Siri im Sperrzustand erlauben 


Did you know that strangers can use Sirl to send messages to your contacts 
from your device while it’s locked? Consider disabling Siri for when your 
device is locked. 


Go to the main Settings screen, scroll down and select Siri & Search. 


If you never use Siri, disable it completely by turning Press Home/Side 
Button for Siri and Listen for “Hey Siri’ off. 


If you use Siri infrequently, disable Listen for “Hey Siri’. Otherwise, your 
phone’s microphone will be on continuously, which not only sounds scary, 
but consumes more power, leading to a shorter battery life. 


In any case, disable Allow Siri when locked. 


With a recent iOS update, you'll see apps asking you for 
permission for ad-tracking (example on the left). 
Obviously, you should never allow apps to track you if 
you have the choice - and there won’t be any negative 
implications if you disable it. Apps can’t force you to 
Allow "Facebook" to track enable ad-tracking to gain access to certain features. 


your activity across other 


companies’ apps and 
websites? 


eee anne Be sure to disable “Allow Apps to Request to Track” by 


ee navigating to Settings > Privacy > Tracking. 

Keep in mind that you’ll still see ads — they'll just be less 
personalized. The app Lockdown (recommended in 
booklet) helps to block ads, badware and other kinds of 


tracking in all your apps’. 


If you haven’t followed the steps in the booklet yet, 
now’s the time! 


Insights into the fight for your data and advice on a 
weekly basis. Click here to sign up for the newsletter! 


‘ Lockdown’s ad-blocking doesn’t work for Social Media 


Apps or YouTube. However, it works nearly everywhere else : : 
- you'll be surprised to see how many trackers it’ll block. by TechD123 (reddit/twitter) 
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